Elias AJEDDIG

Cybersecurity Engineer

105 rue Ambroise Croizat -
Tomblaine FRANCE

+33695171898
eajeddig@gmail.com
linkedin.com/in/elias-ajeddig/

elias-ajeddig.com

SUMMARY

Holder of a Master degree in computer
science, | have acquired a strong
expertise in management and computer
security. Passionate about technology, |
worked for one year as a cybersecurity
specialist, where | gained valuable skills
in protecting computer systems. | am
constantly looking for new challenges
and | am motivated to apply my skills to
an ambitious and dynamic company.

SOFT SKILLS

e Autonomous

e Eager to learn

e QOrganised, sense of priorities
e Enjoys working in a team

e Motivated

e Positive attitude

SKILLS

e Knowledge of web security concepts
such as cryptography, secure coding
practices, and vulnerability
management.

e [T security events monitoring
(incidents, user requests, group
requests, etc.).

¢ File and folder security expertise

e Cybersecurity threats and
vulnerabilities monitoring.

e Security incident investigation and
remediation planning.

e Ability to perform security audits,
penetration testing, and risk
assessments to identify and mitigate
potential security threats.

LANGUAGES

e French - Native

e English - Fluent (TOEIC 940)
e German - Beginner

e Japanese - Daily Conversation

WORK EXPERIENCES
2021 - 2022 Security Officer
GxpManager

2018 - 2020

04/2018 -
09/2018

04/2017 -
07/2017

Work on several projects related to the IT security of the GxpManager
information system as part of an ISO 27001 certification project :

- Awareness of cyber threats

- Internal phishing campaign

- Updating the ISMS

- Update of the IT charter

- Update of the password policy

- Penetration testing and remediation plan

- Risk analysis (EBIOS RM)

- Conceptualization and implementation of a new physical and logical network
architecture, in accordance with 1SO 27001 certification requirements, including
user rights revision and datacenter optimization to enhance network security
and compliance.

(referent Isabelle GROS)

Web Designer / Developer
ACOSS Nancy

Development on several projects and first experience as a Project Manager
(referent Frédéric SANS)

Technologies used:

o Back-End:Java 7 / Java 8, PostgreSQL, Shell, Maven, Spring, REST / SOAP
Architecture,

o Front-End: Javascript, AngularlS, HTML, CSS

o Client: Eclipse RCP

Database migration (Shell script creation, Unit tests and Optimization)

- Corrective maintenance: management of anomalies:
o Analysis of the various bugs in the application, proposal for corrective
measures

- End-of-study mission as Project manager : "Test automatisation”
o Analysis of test cases

o Establishment of a schedule of implementation

o Test case design and implementation for automation

o Test result analysis and reporting for automated tests

Web Developer

Stratégies et Perspectives d’Avenir

Redesign of the website and implementation of the Cercle SPA broker
application (referent Alain GAZONI)

- Technologies used:
0 Back-End: OVH hosting with allocated database (MySQL), PHP (Joomla)
o Front-End:Joomla

Web & mobile developer
Les Bobines de L'EST

Creation of a website and a mobile application for the project "Les Bobines de
L'EST" led by LORIA (referent Stéphane GORIA)

- Technologies used:
o Back-End: OVH hosting with allocated database (MySQL)
o Front-End: HTML, CSS, JS, Cordova
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HOBBIES

e Music : Guitar, Computer Music
e Sport : Basketball, Volleyball
e Others : Hacking gadgets, Chess, CTF

EDUCATION

2021 - 2022

2018 - 2020

2017 - 2018

2015 - 2017

IT Security Operational Manager / Cybersecurity Expert
IT AKADEMY
Diploma obtained - 69003 Lyon (FRANCE)

Master Computer Science Applied to Business Management
Institut des sciences du Digital Management et Cognition
Diploma obtained - 54000 Nancy (FRANCE)

Bachelor’s degree of Science in Computer Science
UFR Mathématiques et Informatique
Diploma obtained - 54000 Nancy (FRANCE)

Two-year university degree in technology
IUT Nancy Charlemagne
Diploma obtained - 54000 Nancy (FRANCE)



